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Thank You for Choosing Ross

You've made a great choice. We expect you will be very happy with your purchase of Ross Technology.
Our mission is to:
1. Provide a Superior Customer Experience
+ offer the best product quality and support
2. Make Cool Practical Technology
» develop great products that customers love

Ross has become well known for the Ross Video Code of Ethics. It guides our interactions and
empowers our employees. | hope you enjoy reading it below.

If anything at all with your Ross experience does not live up to your expectations be sure to reach out to
us at solutions@rossvideo.com.

—D.‘Q 2\55

David Ross
CEO, Ross Video
dross@rossvideo.com

Ross Video Code of Ethics

Any company is the sum total of the people that make things happen. At Ross, our employees are a
special group. Our employees truly care about doing a great job and delivering a high quality customer
experience every day. This code of ethics hangs on the wall of all Ross Video locations to guide our
behavior:

1. We will always act in our customers’ best interest.

We will do our best to understand our customers’ requirements.
We will not ship crap.

We will be great to work with.

o DN

We will do something extra for our customers, as an apology, when something big goes wrong and
it's our fault.

We will keep our promises.
We will treat the competition with respect.

We will cooperate with and help other friendly companies.

© o N

We will go above and beyond in times of crisis. If there's no one to authorize the required action in
times of company or customer crisis - do what you know in your heart is right. (You may rent
helicopters if necessary.)
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Warranty and Repair Policy

Ross Video Limited (Ross) warrants its Inception Server systems to be free from defects under normal use and
service a time period of 15 months from the date of shipment:

If an item becomes defective within the warranty period Ross will repair or replace the defective item, as
determined solely by Ross.

Warranty repairs will be conducted at Ross, with all shipping FOB Ross dock. If repairs are conducted at the
customer site, reasonable out-of-pocket charges will apply. At the discretion of Ross, and on a temporary loan basis,
plug in circuit boards or other replacement parts may be supplied free of charge while defective items undergo
repair. Return packing, shipping, and special handling costs are the responsibility of the customer.

This warranty is void if products are subjected to misuse, neglect, accident, improper installation or application, or
unauthorized modification.

In no event shall Ross Video Limited be liable for direct, indirect, special, incidental, or consequential damages
(including loss of profit). Implied warranties, including that of merchantability and fitness for a particular purpose,
are expressly limited to the duration of this warranty.

This warranty is TRANSFERABLE to subsequent owners, subject to Ross’ notification of change of ownership.

Extended Warranty

For customers that require a longer warranty period, Ross offers an extended warranty plan to extend the standard
warranty period by one year increments. For more information about an extended warranty for your Inception
Server system, contact your regional sales manager.



Environmental Information

The equipment that you purchased required the extraction and use of natural resources for its production. It may
contain hazardous substances that could impact health and the environment.

To avoid the potential release of those substances into the environment and to diminish the need for the extraction
of natural resources, Ross Video encourages you to use the appropriate take-back systems. These systems will reuse
or recycle most of the materials from your end-of-life equipment in an environmentally friendly and health
conscious manner.

The crossed-out wheeled bin symbol invites you to use these systems.

If you need more information on the collection, reuse, and recycling systems, please contact your local or regional
waste administration.

You can also contact Ross Video for more information on the environmental performances of our products.

Use of Hazardous Substances in Electrical and Electronic Products (China RoHS)

Ross Video Limited has reviewed all components and processes for compliance to:

“Management Methods for the Restriction of the Use of Hazardous Substances in Electrical and Electronic
Products” also known as China RoHS.

The “Environmentally Friendly Use Period” (EFUP) and Hazardous Substance Tables have been established for all
products. We are currently updating all of our Product Manuals.

The Hazardous substances tables are available on our website at:

http://www.rossvideo.com/about-ross/company-profile/green-practices/china-rohs.html
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Company Address

Ross Video Limited

8 John Street
Iroquois, Ontario
Canada, KOE 1KO0

General Business Office:

Fax:

Technical Support:

After Hours Emergency:

E-mail (Technical Support):
E-mail (General Information):
Website:

Ross Video Incorporated

P.O. Box 880
Ogdensburg, New York
USA 13669-0880

(+1) 613 ® 652 ® 4886
(+1) 613 ® 652 ® 4425

(+1) 613 ® 652 ® 4886
(+1) 613 ® 349 ® 0006

techsupport@rossvideo.com
solutions@rossvideo.com
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Introduction

A Word of Thanks

Thank you for choosing Ross Video Inception as your newsroom and social media management solution.

We are committed to providing you with the highest level of customer satisfaction possible. If, for any reason, you
have questions or comments, please call Ross Video at +1-613-652-4886 or send us an e-mail at
techsupport@rossvideo.com.

We hope that you visit our website www.rossvideo.com to stay up to date with ongoing software releases, join our
customer forum and learn more about the complete range of Ross Video products.

Note that software maintenance and extended warranties are available for your system to protect and extend the life
of your investment. Our sales team are more than happy to provide further information on the plans available.
Members of our sales team promptly respond to e-mails sent to: solutions@rossvideo.com.

Again, thank you for your purchase of an Inception management solution from Ross Video. We are confident of
your future pleasure with your choice.

Yours Sincerely,

Pl

Peter Abecassis
Director of Product Management - Production Workflow
peter.abecassis@rossvideo.com
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About This Guide

This guide contains the following chapters that cover configuration of the Inception Server:

1.
2.
3.

10.

11.

12.

13.
14.

15.
16.

17.

18.

19.
20.

21.

22.

“Introduction” summarizes the guide and provides important terms, conventions, and features.
“Monitoring the System” provides instructions on how to monitor the health of your Inception Server.

“Setting Personal User Preferences” provides instruction on how to set the default language, time zone, and
font sizes for the all the Inception users on an Inception Server.

“Configuring System Properties” provides instructions on how to configure an Inception Server.

“Managing Inception Nodes” provides instructions on how to mange the nodes in a Redundant Node
Inception system.

“Managing Inception Apps” provides instructions on how to install and uninstall Inception apps.

“Configuring User Permissions” provides instructions on how to set role-base user permissions for Inception
users.

“Modifying Folder Permissions” provides instructions on how to set role-base user permissions for Inception
users for the folders in a panel Folders tree view.

“Configuring LDAP Authentication” provides instructions on how to use LDAP to create Inception user
accounts and roles.

“Managing Perspectives” provides instructions on how to create global perspectives available to all Inception
users.

“Enabling Cloud Services” provides instructions on how to enable Inception Mobile apps to connect to an
Inception Server.

“Configuring MOS Connections” provides instructions on how to configure the MOS protocol connection
between Inception and a Newsroom Computer System (NCS).

“Configuring Editorial Properties” provides instructions on how to edit entries in the Inception dictionary.

“Configuring Custom Metadata” provides instructions on how to define attributes to associate wit Inception
entities.

“Configuring Spelling Properties” provides instructions on how to configure spelling properties.

“Configuring Media Sources” provides instructions on how to configure network file storage locations that
contain video clips and images for use in stories.

“Configuring OverDrive Integration” provides instructions on how to enable Overdrive to control playout of
Inception running orders.

“Configuring Accounts” provides instructions on how to create and modify the accounts that Inception uses to
publish and ingest content.

“Configuring Feeds” provides instructions on how to ingest content from RSS, Spredfast, and wires.

“Configuring Web Content Resources” provides instructions on how to enable Inception users to open web
sites without leaving Inception.

“Configuring DataLinq™ Server Connections” provides instructions on how to connect to XPression
Datalinq Servers.

“Importing Contacts” provides instructions on how to import contacts from a Comma Separated Values
(CSV) file into a global contact list shared by all Inception users.

If you have questions pertaining to the operation of the Ross Video product, please contact us at the numbers listed
in the section “Contacting Technical Support” on page 1-4. Our technical staff is always available for
consultation, training, or service.
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Documentation Conventions

This guide uses special text formats to identify parts of the user interface, text that a user must enter, or a sequence
of menus and sub-menus that a user must follow to reach a particular command.

Interface Elements
Bold text identifies a user interface element such as a dialog box, a menu item, or a button. For example:

In the Media Manager Client, click Channel 1 the Channels section.

User Entered Text
Courier text identifies text that a user must enter. For example:

In the File Name box, enter ChannelOl.property.

Referenced Guides
Italic text identifies the titles of referenced guides, manuals, or documents. For example:

For more information, refer to the section “WordPress Account Configuration” on page 18-33 in the Inception
Configuration Guide.

Menu Sequences

Menu arrows identify a sequence of menu items that a user must follow to reach a particular command. For
example: if a procedure step contains “Server > Save As,” a user should click the Server menu and then click Save
As.

Important Instructions
Star icons identify important instructions or features. For example:

X After installing Inception Server software, you must obtain Inception feature licenses from Ross Video Technical
Support before users can access Inception features.

Getting Help

To access the Inception Server Online Help system, click the Help icon in the main toolbar. For help about the
currently open panel, click he ? Help button in a panel title bar to view a help topic about the panel.

The Online Help system contains the following navigation tabs to locate and access Online Help topics:

* Contents — table of contents

* Search — full text search

» Favorites — preferred information storage and access

Ross Video also supplies print-ready PDF files of the Inception Server Installation Guide, Inception Server
Configuration Guide, and the Inception User Guides on the Inception Server Software Installation DVD.
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Contacting Technical Support

Technical Support is staffed by a team of experienced specialists ready to assist you with any question or technical
issue.

Ross Video has technical support specialists strategically located around the globe to ensure a prompt response to
technical inquiries. Our primary technical support center is located in Ottawa, Ontario, Canada. In addition, we
have offices in The United Kingdom (London), Australia (Sydney), and Singapore with satellite locations in New
York City, The Netherlands, and China. As we expand our presence globally, we are constantly evaluating other key
locations to have a local technical support specialist in order to better service our customers.

North America

Our North America center located in Ottawa, Ontario, Canada and is open Monday to Friday 8:30 a.m. to 6:00 p.m.
EST, with 24/7/365 on-call service after hours.

Our telephone number is: +1-613-686-1557
Toll free within North America: +1 833-859-0499

EMEA

Our EMEA center is open Monday to Friday 8:30 a.m. to 5:00 p.m. GMT. After hours support is provided by our
North America location.

International toll free: +800 3540 3545

If the local support specialist is not available, your call will be transferred automatically to our North America
center.

Australia
Our Sydney, Australia office is located in Alexandria, NSW.

Our local support telephone number is: 1300 007 677

If the local support specialist is not available, your call will be transferred automatically to our North America
center.

Online

E-mail: techsupport@rossvideo.com

Website: use the link https://support.rossvideo.com/ to open a support request.
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Monitoring the System

Inception system monitors enable you to quickly view the health of your Inception Server system. If your Inception
Server falters, you can use system monitors to help diagnose the cause of the system fault. Along with monitoring
the health of your Inception Server, you can also monitor and control the users connected to your Inception Server.

This chapter discusses the following topics:
* Monitor System Health

» User Defined System Monitors

* View and Manage User Sessions

* Manage the Inception SNMP Agent
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Monitor System Health

As an Inception administrator, you can monitor the health of your Inception Server through the Configuration
window of Inception.

Inception Server Configuration Window

The Inception Server Configuration window is only accessible from a desktop computer, you cannot access the
Configuration window from a mobile device.

To access the Inception Server Configuration window
1. In aone of the following supported web browsers, navigate to the Inception web page.

* Microsoft Edge
* Google Chrome™ browser version 51 or greater
* Mozilla Firefox® version 52 or greater

* Apple Safari® version 10.2 or greater

The Login panel opens.

rEm:e tion
Gncer

Usemame
Password

2. Inthe Login panel, enter your Inception administrator login credentials in the Username and Password boxes.
The default Inception administrator login credentials are as follows:

¢ Username — root

¢ Password — password
3. Click Login.
Inception opens.
* When Inception displays a message indicating that the system is in maintenance mode, an Inception
administrator must establish a database connection before you can log in to your Inception Server.
4.  On the main toolbar, click the m Configuration icon.

The Configuration window opens.

5. For Inception configuration information, click the 2 Help icon on the Configuration window title bar.

System Health

After accessing the Configuration window on your Inception Server, you can monitor the health of your Inception
Server through the System Monitor tab in the Configuration window.

To monitor system health

1. On the Configuration window toolbar, click the b System Monitor icon.
The System Monitor panel opens.

2. Click the System Health tab.
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The System Health tab opens.

£33 Configuration 2

R Y=Y I

System Health Monitors Users SNMP

System Health Summary:
m There are some system monitor errors. Please check below for more information.

System Monitors =] System Monitors Overview
Take a look below to see what monitors may be in a errored state.

B ccounts

b E Cloud Services Errors:
+ Primary Database Connection Monitor
g oetevase
B nemet
‘Warnings:

E Mos There are currently no monitor warnings
E Network

E Resources

B users

The System Health Summary field displays a description of the current overall state of the Inception Server.
The monitors in the System Monitors tree view report details about the state of the Inception Server.

3. Double-click a folder in the System Monitors tree view to open the folder and display the monitors contained
in the folder.

System Monitors =

E Accounts
E Cloud Services
b E Database
: E Primary Connection Monitor
E Internet
E MOS
E Network
B resouces
E Users

The icon in the lower right corner of System Monitors tree view nodes indicate the following health levels:
* © — Healthy

* A — Warning

* o —Error

4. Click a monitor in the System Monitors tree view to view health details reported by the selected monitor.

System Monitors = Primary Connection Monitor
Menitors Primary Database Connection
B Accounts

e E Cloud Services
- [ petavase

: E Primary Connection Monitor

Name State  Info

Connection Status [1] Connection issue - Unable to connect
to the database. Please check the log
E Internet for more details

B vos
B rievvork
™ p—
B vsers

User Defined System Monitors

Inception enables to add your own monitors to monitor the remaining storage space on a disk or the connectivity
between your Inception Server and a web site. The Monitors tab of the System Monitor panels enables you to add,
edit, and delete user defined monitors.
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To add a user defined monitor to the System Health tab

1.

On the Configuration window toolbar, click the = System Monitor icon.

The System Monitor panel opens.
Click the Monitors tab.

The Monitors tab opens.

£3c

System Health Monitors Users

System Monitor Management

lcon  Name
[ corve

@ YouTube

System Monitors can be added, edited, and deleted.

Interval
60 Minutes

60 Minutes

Description
This monitor will check system hard drive and make sure the usage.

This monitor will check that Internet connectivity fo a specified URL.

Add Edit Delete

Click Add.

The Create New System Monitor page opens.

Use the Monitor list to select the type of monitor to add. The available monitor types are as follows:

» Disk Usage Monitor — check a selected hard drive to make sure that the available storage does not fall

below a set level.

* Internet Connectivity Monitor — check that there is connectivity between the Inception Server and a

selected web site.

Click Next.

Depending on the type of monitor you are adding, the Add a Disk Usage Monitor or Add an Internet

Connectivity Monitor page opens.

Define the selected monitor as follows:

Disk Usage Monitor

a. Inthe Name box, enter a name for the monitor.

b. In the Interval box, enter the amount of time to wait between checks of available hard disk space.

c. Use the list to the right of the Interval box to select Minute(s) or Second(s) as the time unit for the time

entered in the Interval box.

d. Use the Drive list to select the Inception Server computer hard drive to monitor.

e. Inthe Minimum Free Space box, enter the minimum amount of disk space that the selected Drive must
contain. The monitor reports an Error when the available space on a Drive drops below the set minimum

disk space.

f. Use the list to the right of the Minimum Free Space box to select Gigabyte(s) or Megabyte(s) as the disk
space unit for the amount entered in the Minimum Free Space After box.
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Internet Connectivity Monitor
a. Inthe Name box, enter a name for the monitor.
b. In the Interval box, enter the amount of time to wait between connectivity checks for a web site.

c. Use the list to the right of the Interval box to select Minute(s) or Second(s) as the time unit for the time
entered in the Interval box.

d. Inthe URL box, enter the web address (for example: http://www.rossvideo.com) of the web site that you
want to check connectivity with the Inception Server.

7. Click Save.
Inception adds the new monitor to the System Monitor Management list.
To edit a user defined monitor
1. Inthe System Monitor Management list, select the monitor to edit.
2. Click Edit.

Depending on the type of monitor you are editing, the Edit Disk Usage Monitor or Edit Internet
Connectivity Monitor page opens.

3. Edit production monitor settings as required.

4. After completing the required monitor setting edits, click Save.

To delete a user defined monitor

1. Inthe System Monitor Management list, select the monitor to delete.
2. Click Edit.

A confirmation message opens, asking whether you want to delete the selected monitor. To keep the monitor,
click Cancel.

3. In the confirmation message, click OK.

Inception deletes the selected monitor from the System Monitor Management list and the System Monitors
tree view on the System Health tab.

View and Manage User Sessions

The Users tab of the System Monitor panel enables you to view and manage the user sessions running on your
Inception Server.

To view the user sessions running on an Inception Server

1. On the Configuration window toolbar, click the B8 System Monitor icon.
The System Monitor panel opens.

2. Click the Users tab.
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The Users tab opens.

£33 Configuration
= = =
! = |
_ RS
L EEVS I B e N
System Health Monitors Users SNMP
User Session Management
User sessions can be monitored and logged out by administrators, if necessary
lcon Administrat... Username  Full Name lode IP Address Last Active Login Time Us
E apaasch Amanda Paasch | LenoveT510 10.64.105.77 20191212 at 10:33:28 AW 20191212 at 10:33:28 AW Sa
E krose Kevin Rose LenovoTs10 106452138 20151212 at 10:33:30 AW 20151212 at 10:32:08 AW ch
b v root Administrator LenovoTs10 1064562138 2019-12-12 at 10:33:34 AW 2019-12-12 at 10:27:33 AW Fir.
< >
Logout Session

The columns in the User Session Management table displays the following information about the users
connected to the Inception Server:

Icon — this column displays an icon that identifies the user associated with the user session.
Administrator — this column displays a check mark for users that are Inception administrators.
Username — this column displays the Inception username of the user associated with the user session.
Full Name — this column displays the first and last name of the user associated with the user session.

Node — this column displays the hostname of the Inception Server to which the user is connected for the
user session.

IP Address — this column displays the IP address and hostname of the computer that the user is using for
the user session.

Last Active — this column displays the date and time that the user last made a change to Inception during
the user session.

Login Time — this column displays the date and time that the user logged into the Inception Server to start
the user session.

User Agent — this column displays the web browser and operating system that the user is using for the user
session.

Logout a User Session

When required, you can logout a user session from your Inception Server. The user associated with the logged out
sessions sees their session close and the Login panel open in their web browser. Inception saves user changes before
logging the user off the Inception Server.

To logout a user session

1. In the User Session Management table, select the user session to logout.

2. Click Logout Session.

A confirmation message opens, asking whether you want to logout the selected user session. To keep the
session running, click Cancel.

3. In the confirmation message, click OK.

Inception logs out the selected user session. The user associated with the logged out sessions sees their session
close and the Login panel open in their web browser.
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Manage the Inception SNMP Agent

Ross Video uses two Simple Network Management Protocol (SNMP) agents to monitor the software and hardware
of your Inception system. SNMP traps enable an agent to send unsolicited SNMP messages to the Network
Management Station (NMS) to notify the station of significant events.

The Inception SNMP agent monitors the Inception Server and reports significant events to your NMS as SNMP

traps. Inception Server hardware changes and errors are monitored by the Windows SNMP agent running on the
Inception Server computer. The Inception SNMP agent forwards SNMP traps from the Windows SNMP agent to
your NMS (Figure 2.1).

Inception Server Computer Network Management Station
Inception Network
Server Manager
Status
Change
) SNMP Get / Reply
Inception T
SNMP Agent SNMP Traps
Windows
SNMP Traps
Windows
SNMP Agent

Figure 2.1 SNMP Connections

Configure the Inception SNMP Agent

The SNMP tab of the System Monitor panel enables you to configure the Inception SNMP agent to send SNMP trap
messages to your NMS.

To configure the Inception SNMP agent

1. On the Configuration window toolbar, click the [ System Monitor icon.
The System Monitor panel opens.

2. Click the SNMP tab.
The SNMP tab opens.

£33 Configuration

N . ifaoed BVE5oM

SystemHealth | Monitors | Users ~ SNMP

SNMP Configuration
@ Enabled (]

@ Poliing Port [2000 |

@ community String [ public |

@ windows SNMP Agent TrapPort [ 162 |

(@ Cconfigured Network Management Add Delete

Systems (NMS)
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3. Select the Enabled check box to send SNMP trap messages from the Inception SNMP agent to your NMS.

4. In the Polling Port box, enter the port number through which the Inception SNMP agent receives commands
from and replies to the NMS.

5. Inthe Community String box, enter the password that allows your NMS to access the Inception SNMP agent
on your Inception server.

* When you change the Community String from public to your own password, you must enter your password
on the NMS to allow access to your Inception server.

6. In the Windows SNMP Agent Trap Port box, enter the port number that the Windows SNMP agent running
on the Inception Server computer uses to send SNMP trap messages.

The Inception SNMP agent forwards SNMP trap messages from the Windows SMNP agent to your NMS
through the NMS Trap Port.

7. To send SNMP trap message from the Inception SNMP agent to one or more NMSs, add NMSs as follows:
a. Click Add to the right of the Configured Network Management Systems (NMS) box.
An Alert dialog box opens.

b. Enter the IP address and port number (<IP Address>:<Port Number>) of an NMS to receive SNMP
trap message from the Inception SNMP agent. For example:

10.0.2.160:3000

c. To add an additional NMS, repeat step a to step b.

Delete an NMS
When you no longer require an NMS, you can delete the NMS configuration.
To delete an NMS
1. In the Configured Network Management Systems (NMS) box, select the NMS to delete.
2. Click Delete to the right of the Configured Network Management Systems (NMS) box.
An Alert dialog box opens.
3. Click OK to delete the NMS.
Inception deletes the selected NMS from the Configured Network Management Systems (NMS) box.

Configure Your NMS for Inception

You must load the Ross Video and Inception Management Information Base (MIB) files into your NMS to enable it
to interpret the SNMP trap messages it receives from an Inception SNMP agent. The Inception MIB file describes
the SNMP trap messages sent by the Inception SNMP agent.

To load the Ross Video and OverDrive MIB files into your NMS
1. Get the ROSS-VIDEO.mib and RWP-MIB.mib files from one of the following locations:

¢ Copy from the Inception Server (C: \Program Files\Ross Video\Inception\utilities\snmp)
* Download from the Ross Video web site (www.rossvideo.com)

2. Load the ROSS-VIDEQO.mib file into your NMS.
3. Load the RWP-MIB.mib file into your NMS.

Configure the Windows SNMP Agent

To enable the Inception SNMP agent to forward hardware SNMP trap messages to your NMS, you need to
configure the Windows SNMP agent.
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To configure the Windows SNMP agent:
1. From the Windows Desktop, press Windows Key+R.
The Run dialog box opens.

Type the name of a program, folder, document, or Intemet
resource, and Windows will open it for you

”s.L |

oK Cancel Browse...

2. In the Open box, type the following application name:
services.msc
3. Click OK.

The Services window opens.

+ Services - [m} x

File Action View Help
@@ d=HE v > 8w

%, Services (Local) ) Services (Local)

Select an item to view its description.  Name a Description Status Startup Type LogOnAs #~
ChActiveX Installer (.. Provides User .. Manual Local Syste...
L Adobe Acrobat U.. Adobe Acrobat.. Running  Automatic Local Syste..
. Adobe Active File .. Tracks filestha.. Running  Automatic Local Syste.
1 Adobe Flash Play... This service ke.. Manual Local Syste...
. Adobe Genuine 5. Adobe Genuin.. Running  Automatic Local Syste..
£ AdobeUpdateSer. Running  Automatic Local Syste.
L Alloyn Router Ser... Routes Allloyn .. Manual (Trig... ~ Local Servi..
LLAMD Bxtemal Eve.., Running  Automatic Local Syste..
1 App Readiness Gets apps read Manual Local Syste.
1. Apple Mobile Dev... Providesthein.. Running  Automatic Local Syste...
k. Application Host ... Provides admi.. Running  Automatic Local Syste..
. Application Identity Determines an Manual (Trig...  Local Servi...
1 Application Infor... Facilitates ther... Running  Manual (Trig.. Local Syste..
1 Application Layer ... Provides supp.. Manual Local Servi..
. Application Mana... Processes insta Manual Local Syste.
1. AppX Deploymen... Provides infras... Manual Local Syste...
L ASP.NET State Ser... Provides supp.. Disabled Network 5.
k. Auto Time Zone .. Automatically Manual (Trig...  Local Servi...
1. Background Intell... Transfers files i.. Manual Local Syste.. v

", Extended { Standard

4. In the Services list, locate the SNMP Service service.

* If you cannot find the SNMP Service service in the Services list, install the SNMP Service on your Inception
Server computer.

5. Right-click the SNMP Service service and select Properties from the shortcut menu.

The SNMP Service Properties dialog box opens.

SNMP Service Properties (Local Computer) X

General LogOn Recovery Agent Traps Securty Dependencies

Service name: I
Display name:  SHMF Service

b Enables Simple Network Managemert Frofocol
esciption (SNMIP) requests to be processed by this computer.

Pathto exscutable

CAWINDOWS\System32\srmp exe

Startup type: Automatic -

Service status:  Running

art Stop Pause Besume

You can speciy the start parameters that apply when you start the service

Cancel Apply
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6. Click the Traps tab.
The Traps tab opens.

SNMP Service Properties (Local Computer) X
General LogOn Recovery Agent Trps  Securty Dependencies

The SNMP Service provides network management over TCP/IP
and IPX/SFX protocos. F traps are required. one or more
community names must be spectied. Trap destinations may be
host names, IP addresses o IPX addresses

Community name

Trep destinations:

B 2o

7. Inthe Community name box, enter the password that you set for the Community String in step 5 of the
procedure “To configure the Inception SNMP agent” on page 2—7.

8. Click Add to list.

9. In the Trap destinations section, click Add.
The SNMP Service Configuration dialog box opens.

SNMP Service Configuration x

Host name, IP or |PX address: e

]

10. In the Host name, IP or IP address box, enter 1ocalhost.
11. Click Add.
The SNMP Service Configuration dialog box closes.
12. In the SNMP Service Properties dialog box, click OK.
The SNMP Service Properties dialog box closes.
13. In the Services window, click Restart for the SNMP Service service.
14. Use the File menu to select Exit.

The Services window closes.
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Setting Personal User Preferences

The Inception administrator sets the default user interface language, time zone, time format, font sizes, and the first
day of the week for all users of an Inception Server. Default user preferences are set in the System tab of the User
Preferences panel of the Configuration window. Inception users can individually override the default user
preferences set by the Inception administrator.

This chapter discusses the following topic:

¢ Set Personal User Preferences
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Set Personal User Preferences

When the default user preferences do not work for an individual Inception user, the user can set their own personal
user preferences.

* You cannot can set user preferences from a mobile device, you must use a desktop computer to access the
Configuration window.

To set your own user preferences

1. Use your Inception username and password to log in to the Inception Server.

2. On the main toolbar, click the E Configuration icon.

The Configuration window opens.

3. On the Configuration window toolbar, click the #=/ Preferences icon.

The User Preferences panel of the Configuration window opens.

£33 Configuration

i ;LW_J 20 ‘(‘ U [\ )] » \:él ABC ’@?ﬁ 2 ,%
L S A= L 7] W J =6 se) N B
User Preferences

User Preferences

@ user Language [ Use System Default v|

@ user Time zone [ Use System Default v|

@ user Time Format [ Use system Default v|

(@ User Editor Font Size [ Use system Default v|

@ user Grid Font Size [ Use System Default v|

(@ User First Day of the Week ‘ Use System Default vl

4. In the User Preferences tab, use the User Language list to select the user interface language that you want to
use with Inception. Select Use System Default to use the language set by the Inception administrator.

5. Use the User Time Zone list to select the time zone which matches your physical location. Select Use System
Default to use the time zone set by the Inception administrator.

6. Use the User Time Format list to select the format in which to display the time, 12 hr (2:45pm) or 24 hr
(14:45) format.

7. Use the User Editor Font Size list to select the font size that you want Inception to display text in editor
panels. You can select a font size from 6 to 32 points. Select Use System Default to use the editor font size set
by the Inception administrator.

8. Use the User Grid Font Size list to select the font size that you want Inception to display text in panel grids.
You can select a font size from 6 to 32 points. Select Use System Default to use the grid font size set by the
Inception administrator.

9. Use the User First Day of the Week list to select the first day of the week to display in the Calendar view of
the Assignment Manager, Task Schedule, and Custom Entity Manager panels, and in the Calendar Date
tool used to select dates. Select Use System Default to use the first day of the week set by the Inception
administrator.

10. Click OK.
The Configuration window closes.

11. Log out of Inception and then log back in to activate your new user preference settings.
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Configuring System Properties

This chapter provides instructions for configuring the general system properties of your Inception Server using the

following tabs on the System configuration panel:

This chapter discusses the following topics:

Database — How Inception accesses the database that stores application data

Mail Server — How Inception communicates with an e-mail server to send and receive approval messages and

notifications.

Approvals — Control e-mail story approval and configure the e-mail address used to send and receive approval

messages and notifications.

Archive — Control the automatic archiving of running orders, and when it occurs.

Access Inception Server System Properties

Configure Database Connectivity
Select a Search Index

Activate a Product Key
Reactivate a Product Key
Deactivate a Product Key
Manage File Systems

Configure System Settings
Configure the E-mail Server
Enable Story Approval via E-mail
Enable Story Creation via E-mail
Configure Life Cycle Settings
Configure Advanced Settings
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Access Inception Server System Properties

As an Inception administrator, you access and configure system settings through the Configuration window of
Inception.

* You cannot configure Inception from a mobile device. The Configuration window is only accessible from a
desktop computer.

To access Inception Server system properties
1. Log in to your Inception Server as an Inception administrator.

For information about Inception Server log in, refer to the procedure “To access the Inception Server
Configuration window” on page 2-2.

2. On the main toolbar, click the [5 Configuration icon.
The Configuration window opens.

3. For Inception configuration information, click the = Help icon on the Configuration window title bar.

Configure Database Connectivity

Database connectivity settings enable you to set the database used by Inception and the user account that Inception
uses to connect with the database.

To configure database connectivity

1. On the Configuration window toolbar, click the %2 System icon.
The System panel opens.

2. Click the Database tab.
The Database tab opens.

£33 Configuration

e hared. BYooM

Database Search Index Licensing File Systems System Mail Server Approvals

m

mail Stories Life Cycle Advanced
Database Configuration

@ Driver: PastgreSaL -

Database: Status:

@ URL: jdbc postgresgl/localhostinception

Connected

@ usemame: postgres

@ Password:~ ssesesas

3. Use the Driver list to select the database driver used to connect to the Inception Database.

4. Inthe URL box, enter the JDBC URL that connects your Inception Server with the Inception Database. For
example, for a database named inception on PostgreSQL, use the following URL:

jdbc:postgresql://localhost/inception
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5. Inthe Username box, enter the username that Inception uses to access the database.
6. Inthe Password box, enter the password associated with the username.

For security purposes, dots replace the entered password.
7. In the bottom toolbar, click OK.

The Configuration window closes.

Select a Search Index

Your Inception Server uses to an index to increase search performance. By default, Inception uses an internal file
system index. You can also select optional external search index services to improve Inception search performance

on you Inception Server.

* You must select a search index to enable users to search the content stored on your Inception Server.

To select a search index

1. On the Configuration window toolbar, click the 22/ System icon.

The System panel opens.

2. Click the Search Index tab.
The Search Index tab opens.
¢5) Configuration 2
= IEr=E = O L) ABC, %0 @ hs
__ESROHSE Ty HQveoE
Database  Searchindex  Licensing | File Systems | System | MailSever = Approvals — Email Stories | Life Cycle | Advanced
Search Index Configuration
(@ search Index Nong =
3. Use the Driver list to select the index that the Inception Server uses to increase search performance. The

available search indexes are as follows:

» Elasticsearch — an optional external search index based on Lucene.

 File System — the default internal search index.

* None — do not use a search index.
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When you select Elasticsearch as you search index, configure Elasticsearch as follows:

a. Inthe URL box, enter the URL and port number (http://<search server>:<port number>) thatthe
Inception Server uses to connect to an external search service. When entering more than one search service

URL, use a space to separate consecutive URLs.

In the Username box, enter the username that Inception uses to access the external search service.

c. Inthe Password box, enter the password associated with the username.

For security purposes, dots replace the entered password.

5. In the bottom toolbar, click OK.

The Configuration window closes.

Activate a Product Key

Ross Video uses a product key and feature license keys to control user access to Inception features. You can obtain
an Inception product key from Ross Video Technical Support. Refer to the Getting Technical Support Online Help

topic for Ross Video Technical Support contact information.

* When you activate an Inception Server software product key, your Inception computer must contact the Ross

Video Activation Server.

To activate an Inception product key

1. On the Configuration window toolbar, click the %2 System icon.

The System panel opens.

2. Click the Licensing tab.
The Licensing tab opens.

¢5) Configuration 2
——— =

” L= 20F e )

=] A

Database = Searchlndex | Licemsing | FileSystems | System | Wail Server | Approvals =~ Email Stories | Life Cycle | Advanced
Licensing Configuration
Please enter your product key as provided by Ross Video.

Product Key Activate
Hame Status Description Expiry Number
Inception Not Purchased The number of Inception software nodes. =
Maintenance Not Purchased Software maintenance subscription. A
Running Orders Not Purchased Support for running order based workflows. 1
Playlists. Not Purchased Support for playlists and character generator integration
Social Polls Not Purchased Support for social poling
Timing and Production Not Purchased Support for timing and production features.
Assignment Manager Not Purchased Support for newsroom assignment manager
Contacts Not Purchased Support for contact management
MOS Uplink Not Purchased Support for MOS uplink.
Facebook Not Purchased Support for Facebook page and feed management

Obtain an Inception product key from Ross Video Technical Support.

Click Activate.

In the Product Key box, enter the product key obtained from Ross Video Technical Support.

After activating the entered product key, an Alert dialog box opens requesting a web browser window refresh.
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6.

Click OK.

The Alert dialog box closes and the Licensing Configuration tab updates to display the new feature licenses
associated with the activated product key. The Status column displays one of the following states:

Background Status Description

] Green Active d The feature is active and available to Inception users.

] Yellow Expires in # days = The feature availability for Inception users expires in the displayed
number of days.

] Red Expired The feature has expired and is no longer available to Inception users.

7] Red Invalid MAC The feature license key is invalid for the active network interface
card of the Inception computer.

] White Not Purchased The feature is not accessible to Inception users, but it is available for
purchase.

In the bottom toolbar, click OK.
The Configuration window closes.
Refresh your web browser window.

Inception adds icons to the toolbar for the newly activated features, making the features accessible to Inception
users.

Reactivate a Product Key

After purchasing new features for an Inception Server, the Inception product key requires a reactivation to make the
purchased features available to Inception users.

To reactivate an Inception product key

1.

On the Configuration window toolbar, click the 2/ System icon.

The System panel opens.

Click the Licensing tab.

The Licensing tab opens.

Click License Options.

The Product Key field displays the currently activate product key.

Click Reactivate.

After reactivating the product key, an Alert dialog box opens requesting a refresh of the web browser window.
Click OK.

The Alert dialog box closes, and the Licensing Configuration tab is updates to display with new feature
licenses associated with the reactivated product key.

In the bottom toolbar, click OK.
The Configuration window closes.
Refresh your web browser window.

Inception adds icons to the toolbar for the newly activated features, making the features accessible to Inception
users.
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Deactivate a Product Key

When you want to move Inception Server software on another computer, you must first deactivate the Inception
Server software on the current Inception computer.

To deactivate an Inception product key

1. On the Configuration window toolbar, click the %2 System icon.
The System panel opens.
2. Click the Licensing tab.
The Licensing tab opens.
3. Click License Options.
The Product Key field displays the currently activate product key.
4. Click Deactivate.
After deactivating the product key, an Alert dialog box opens.
5. Click OK.

The Alert dialog box closes, and the product key shown in the Product Key box deactivates. You can use the
deactivated product key to activate Inception Server software on another computer.

Deactivating a product key unlicenses and removes Inception user access to all the Inception features
associated with the product key.

Manage File Systems

Inception uses files systems to store the media files contained in Inception media sources. You can define file
systems to store media files on a local disk, a network accessible file share, or an external cloud storage service.

You should define a file system for each of your Inception media sources. After you define a file system, you can
use the Media Sources tab to associate a file system with a media source.

For More Information on...

* associating a file system with a media source, refer to chapter “Configuring Media Sources” on page 16-1.

Add a File System

When you add a file system, you name the file system and select the location to store media source media files.

To add a file system

1. On the Configuration window toolbar, click the %2 System icon.
The System panel opens.
2. Click the File Systems tab.
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The File Systems tab opens.
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Click Add.
The Create File System settings open.

Use the Provider list to select the type of file system to add:

* Abekas — a shared directory on an Abekas Mira or Tria video server.

* Amazon S3 — a directory on the Amazon Simple Storage Service, an external service that you require an

account to use.

* Azure Blob Storage — a directory on the Microsoft Azure Blob storage service, an external service that you

require an account to use.

* Cloud Gateway — a file system configured on a Ross Cloud Gateway.

e FTP — a directory on an FTP server.

* Google Cloud Storage — a directory on the Google Cloud Storage service, an external service that you

require an account to use.

* Grass Valley Stratus — use Grass Valley Stratus Media Asset Management as a file system.

* Local Storage — a directory on your Inception Server local disk or a network accessible file share.

Click Next.
The Create File System settings open for the selected Provider.

Use the steps for the selected Provider to define the file system.
Abekas

a. In the Namespace box, enter the name that Inception uses to access the file system.

Once you create a file system, you cannot change the Namespace set for the file system.

b. In the Name box, enter a name for the file system.

c. Inthe Root box, enter the directory path for the root directory of the Abekas video server.

d. In the Host box, enter the hostname or IP address of the Abekas video server.

e. Inthe Port box, enter the port number that the Abekas video server uses to communicate with your

Inception Server.

f. Select the Enable Direct Access check box to allow external devices to directly access files on this file
system via a network share. When you select this option, you must also create a public network share that

maps to the file system root directory.
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Amazon S3

a.

In the Namespace box, enter the name that Inception uses to access the file system.

Once you create a file system, you cannot change the Namespace set for the file system.

In the Name box, enter a name for the file system.

In the Bucket box, enter the name of the Amazon S3 bucket in which to store file system files.
In the Access Key box, enter the access key for the selected Amazon S3 bucket.

In the Access Secret box, enter the access secret for the selected Amazon S3 bucket.

In the Root box, enter the directory path for the file system root directory in the selected Amazon S3
bucket.

Select the Enable Direct Access check box to allow external devices to directly access files on this file
system via a network share. When you select this option, you must also create a public network share that
maps to the file system root directory.

Azure Blob Storage

a. In the Namespace box, enter the name that Inception uses to access the file system.
Once you create a file system, you cannot change the Namespace set for the file system.

b. In the Name box, enter a name for the file system.

c. Inthe Container box, enter the name of the Microsoft Azure Blob Storage container in which to store file
system files.

d. Inthe Account Name box, enter the account name for the selected Microsoft Azure Blob Storage container.

e. Inthe Account Key box, enter the account key for the selected Microsoft Azure Blob Storage container.

f. In the Root box, enter the directory path for the file system root directory in the selected Microsoft Azure
Blob Storage container.

g. Select the Enable Direct Access check box to allow external devices to directly access files on this file
system via a network share. When you select this option, you must also create a public network share that
maps to the file system root directory.

Cloud Gateway

a. In the Namespace box, enter the name that Inception uses to access the file system.

Once you create a file system, you cannot change the Namespace set for the file system.

b. In the Name box, enter a name for the file system.

c. Inthe Gateway ID box, enter the ID of the Ross Cloud Gateway that contains the file system access.

d. Inthe Remote Namespace box, enter the name that Inception uses to access the remote file system on a
Ross Cloud Gateway.

FTP

a. In the Namespace box, enter the name that Inception uses to access the file system.

Once you create a file system, you cannot change the Namespace set for the file system.

b. In the Name box, enter a name for the file system.

c. Inthe Host box, enter the hostname or IP address of the FTP server.

d. In the Port box, enter the port number that the FTP server uses to communicate with your Inception Server.

e. Inthe Username box, enter the username for the FTP account that Inception uses to access the FTP server.

f. In the Password box, the password for the FTP account.
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g. In the Root box, the path to the directory on the FTP server to open upon initial connection.

h. Select the Enable Direct Access check box to allow external devices to directly access files on this file
system via a network share. When you select this option, you must also create a public network share that
maps to the file system root directory.

Google Cloud Storage
a. In the Namespace box, enter the name that Inception uses to access the file system.
Once you create a file system, you cannot change the Namespace set for the file system.
b. In the Name box, enter a name for the file system.
c. Inthe Bucket box, enter the name of the Google Cloud Storage bucket in which to store file system files.

d. Click Browse to the right of the Credentials box to use the Open dialog box to select a file that contains
Google Cloud JSON credentials for your Google Cloud Storage.

e. Inthe Project ID box, enter the Google Cloud project ID for the selected Google Cloud Storage bucket

f. In the Private Key ID box, enter the private key ID for the selected Google Cloud Storage bucket.
g. In the Private Key box, enter the private key for the selected Google Cloud Storage bucket.
h. In the Client ID box, enter the Google Cloud client ID for the selected Google Cloud Storage bucket.

—

In the Client E-Mail box, enter the Google Cloud client email address for the selected Google Cloud
Storage bucket.

j- Inthe Root box, enter the directory path for the file system root directory in the selected Google Cloud
Storage bucket.

k. Select the Enable Direct Access check box to allow external devices to directly access files on this file
system via a network share. When you select this option, you must also create a public network share that
maps to the file system root directory.

Grass Valley Stratus

a. In the Name box, enter a name for the file system.

b. In the Namespace box, enter the name that Inception uses to access the file system.
Once you create a file system, you cannot change the Namespace set for the file system.

c. Inthe Host box, the hostname or IP address of your Grass Valley Stratus system.

d. Inthe Username box, the username for the Grass Valley Stratus account that Inception uses to access your
Grass Valley Stratus system.

e. Inthe Password box, the password for the Grass Valley Stratus account.

f. Inthe Device box, enter the name of the device on your Grass Valley Stratus system. In most instances the
device name is SummitMDI.

g. In the Root box, the path to the directory on your Grass Valley Stratus system to open upon initial
connection.

h. Select the Preserve File References check box to preserve original references to files in the MAM, even
when files move. For example: when an asset moves to a new location in the MAM, Inception maintains
the file reference in the new location as not to break the link.

i. Select the Enable MOS Object Source check box to enable the file system to be configured as a source for
MOS objects.

Inception Configuration Guide (v17.5) Configuring System Properties * 4-9



Local Storage

a. In the Name box, enter a name for the file system.

b. In the Namespace box, enter the name that Inception uses to access the file system.
Once you create a file system, you cannot change the Namespace set for the file system.

c. Inthe Root box, enter the directory path for the file system root directory on your Inception Server local
disk or a network accessible file share.

d. Select the Preserve File References check box to preserve original references to files in the MAM, even
when files move. For example: when an asset moves to a new location in the MAM, Inception maintains
the file reference in the new location as not to break the link.

7. Click Create.
Inception adds the new file system to the File Systems list.
For More Information on...
» media sources, refer to the chapter “Configuring Media Sources” on page 16—1
» how to edit file systems, refer to the section “Edit a File System” on page 4—10

* how to delete file systems, refer to the section “Delete a File System” on page 411

Edit a File System

* You cannot edit the Namespace of an existing file system.

To edit a file system

1. On the Configuration window toolbar, click the 2/ System icon.
The System panel opens.
2. Click the File Systems tab.
The File Systems tab opens, listing all the available file systems.
3. From the File Systems list, select the file system to edit.
4. Click Edit.
The Create File System settings open.
5. Use the Provider list to select a file system type for the selected file system:
6. Click Next.
The Edit File System settings open for the selected Provider.
7. Edit the file system settings as required.
8. Click Save.

For More Information on...
* how to create file systems, refer to the section “Add a File System” on page 4—6

* how to delete file systems, refer to the section “Delete a File System” on page 411
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Delete a File System

Deleting a file system disconnects it from associated media sources but does not delete the media files contained in
the file system root directory.

To delete a file system

1. On the Configuration window toolbar, click the %2 System icon.
The System panel opens.
2. Click the File Systems tab.
The File Systems tab opens, listing all the available file systems.
3. From the File Systems list, select the file system to delete.
4. Click Delete.
A confirmation dialog box opens.
5. Click OK.
Inception deletes the selected file system.
For More Information on...

* how to create file systems, refer to the section “Add a File System” on page 4-6

* how to edit file systems, refer to the section “Edit a File System” on page 4-10

Configure System Settings

Inception administrators can set the default user interface language, time zone, time format, font sizes, and the first
day of the week for all users of an Inception Server. Inception users can use the User Preferences tab of the
Preferences panel to override the default user preference values set on this tab.

* Changes made to the default user preference values take effect the next time a user logs into the Inception Server.

To set the default user preferences for an Inception Server

1. On the Configuration window toolbar, click the %2/ System icon.
The System panel opens.

2. Click the System tab.
The System tab opens.

£33 Configuration
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3. Use the System Language list to select the Inception user interface language for all users of an Inception
Server. Inception users can override the selected System Language by selecting a User Language in the
Preferences panel.

If you want to download an Inception language pack, follow these steps.
a. Click the Download link.

The Download Selected Language Pack and Download Empty Language Pack buttons display below
the System Language list.

b. Click Download Selected Language Pack to download the selected System Language to your computer
as an Inception language pack file.

c. Click Download Empty Language Pack to download a template that you can use to create an Inception
language pack file.

4. Use the System Time Zone list to select the time zone which matches the physical location of the Inception
Server computer. Inception users can override the selected System Time Zone by selecting a User Time Zone
in the Preferences panel.

5. Use the System Time Format list to select 12hr or 24hr as the time format for all users of an Inception Server.
Inception users can override the selected System Time Format by selecting a User Time Format in the
Preferences panel.

6. Use the System Editor Font Size list to select the font size, 6 to 32 points, that Inception uses to display text in
editor panels. Inception users can override the selected System Editor Font Size by selecting a User Editor
Font Size in the Preferences panel.

7. Use the System Grid Font Size list to select the font size, 6 to 32 points, that Inception uses to display text in
panel grids. Inception users can override the selected System Grid Font Size by selecting a User Grid Font
Size in the Preferences panel.

8. Use the System First Day of the Week list to select the first day of the week to display in the Calendar view
of the Assignment Manager, Task Schedule, and Custom Entity Manager panels, and in the Calendar Date
tool used to select dates. Inception users can override the selected System First Day of the Week by selecting
a User First Day of the Week in the Preferences panel.

For More Information on...

« overriding default user preferences, refer to the section “Set Personal User Preferences” on page 3-2.

Configure the E-mail Server

The following Inception features require the configuration of an e-mail server.

» Story approval via e-mail
» System notifications sent to Inception administrators
* Story creation via e-mail

» Assignment notifications sent to Inception users assigned to an assignment
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To configure the e-mail server

1. On the Configuration window toolbar, click the 22/ System icon.
The System panel opens.

2. Click the Mail Server tab.
The Mail Server tab opens.
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3. Inthe Incoming Mail Server section, use the Protocol list to select the e-mail handling protocol for the
incoming e-mail server.

In the Host box, enter the host name of the incoming e-mail server.

In the Port box, enter the port number used for communicating with the incoming e-mail server.

Use the Encryption list to select the encryption method used by the incoming e-mail server.

In the Outgoing Mail Server section, enter the host name of the outgoing e-mail server in the Host box.

In the Port box, enter the port number used for communicating with the outgoing e-mail server.

O © =N ok

Use the Encryption list to select the encryption protocol used by the outgoing e-mail server.
10. Select the Authenticate check box to enable authentication for the outgoing e-mail server.

Clear this check box to not use authentication for outgoing e-mail.

Enable Story Approval via E-mail

With story approval via email enabled, Inception can send approval request e-mails to users that approve stories. An
approving user can reply to the received e-mail to approve or reject the story. Enabling story approval also enables
Inception to send system notifications to Inception administrators. Approving users must have permission to
receive approval requests via e-mail and permission to approve stories.

Ross Video recommends creating a dedicated e-mail account with a descriptive name and e-mail address to send
story approval request e-mails. Approving users will see the sending e-mail address when they receive an approval
request e-mail.

* The e-mail account used for story approval via e-mail must be different from the ones used for story creation or
assignment notification.

Before you can configure story approval via e-mail you must create an account for the e-mail address that sends out
approval requests. To create an e-mail account for story approval via email, refer to the section “E-mail Account
Configuration” on page 18-37.
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To enable story approval via e-mail

1. On the Configuration window toolbar, click the 22/ System icon.
The System panel opens.

2. Click the Approvals tab.
The Approvals tab opens.
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3. Select the Enable E-mail Approvals check box to enable Inception to send approval request e-mails to
approving users and system notification e-mails to Inception administrators.

4. Use the Mail Account list to select the e-mail account that Inception uses to send approval request and system
notification e-mails.

This list only contains the e-mail accounts defined on your Inception Server.
* The e-mail account used for story approval via e-mail must be different from the ones used for story creation or
assignment notification.
For More Information on...

* how to create an e-mail account, refer to the section “E-mail Account Configuration” on page 18-37.

Enable Story Creation via E-mail

With story creation via e-mail enabled, users can create Drupal, Facebook, Frankly, TownNews, and WordPress
stories in an e-mail and send them to Inception to create the story. Users must have permission to create stories via
e-mail.

* At least one Upload Media Source must exist to enable e-mail story creation. For information about creating an
Upload Media Source, refer to the section “Add a Media Source” on page 16-2.

Ross Video recommends creating a dedicated e-mail account with a descriptive name and e-mail address to receive
story creation e-mails. Users will use the receiving e-mail address to send their story to Inception and they will see
the e-mail when they receive a confirmation e-mail for the story.

* The e-mail account used for story creation via e-mail must be different from the ones used for story approval or
assignment notification.

Before you can configure story creation via e-mail you must create an account for the e-mail address that receives
stories for creation. To create an e-mail account for story creation via email, refer to the section “E-mail Account
Configuration” on page 18-37.

4-14 » Configuring System Properties Inception Configuration Guide (v17.5)



To enable story creation via e-mail

1. On the Configuration window toolbar, click the 22/ System icon.
The System panel opens.
2. Click the Email Stories tab.
The Email Stories tab opens.
£33 Configuration 2
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3. Select the Enable E-Mail Story Creation check box to create stories from the content of e-mails received
from Inception users who have the permission to create stories via e-mail.
4. Use the Mail Account list to select the e-mail account that Inception uses to receive stories for creation and

send story confirmation e-mails.

This list only contains the e-mail accounts defined on your Inception Server.

* The e-mail account used for story creation via e-mail must be different from the ones used for story approval or

assignment notification.

For More Information on...

* how to create an e-mail account, refer to the section “E-mail Account Configuration” on page 18-37.

Configure Life Cycle Settings

Life cycle settings enable you to control the automatic archiving of running orders and the automatic purging of

content from the Recycle Bin folder.

Users can choose not to archive a running order by adding the word hold (case insensitive) to the start of the
running order name. For example, Inception will not archive a running order named hold News Night 9.

To configure life cycle settings

1. On the Configuration window toolbar, click the %2 System icon.
The System panel opens.
2. Click the Life Cycle tab.
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The Life Cycle tab opens.

£33 Configuration
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Select the Enable Automatic Archive of Running Orders check box to automatically archive running orders
after the end date of a running order.

In the Auto Archive box, enter the number of hours to wait after the end date of a running order before
automatically archiving the running order.

If the running order is monitored, Inception automatically unmonitors the running order before archiving the
running order.

In the Purge Deleted box, enter the number of hours to wait before Inception permanently deletes the running
orders and stories contained in the Recycle Bin.

In the Delete story version history older than box, enter the number of days to wait before Inception

permanently deletes versions of a story that are older than the set number of days. Enter 0 to never delete story
versions.

Inception users can only access versions of story that are newer than the set number of days.

Configure Advanced Settings

Advance settings enable you to control HTTP chunking on your Inception Server.

To configure advanced settings

1. On the Configuration window toolbar, click the %2 System icon.

The System panel opens.
2. Click the Advanced tab.
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The Advanced tab opens.

£33 Configuration
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Select the Enable HTTP Chunking check box to use chunked transfer encoding to upload files to the
Inception Server. Inception enables this option by default.

Some firewalls and proxies do not support chunked transfer encoding. Only clear this option if you are
experiencing problems when uploading large media files to the Inception Server.

Click OK in the lower toolbar to save your configuration changes.

Inception saves your configuration changes and closes the Configuration panel.
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Managing Inception Nodes

Multiple Inception Servers can connect to a single database to form a Redundant Node Inception system. Each
Inception Server in a Redundant Node Inception system acts as a node to run one or more Inception services to load
balance the overall system.

* To configure a Redundant Node Inception system, you must have licenses for two or more Inception Servers.
Please contact Ross Video to purchase additional Inception Servers licenses for your Redundant Node Inception
system.

This chapter discusses the following topics:

* Configure Database Connectivity
* View the Nodes in Your System

* Manage Inception Services
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Configure Database Connectivity

Each Inception Server acting as a node in your Redundant Node Inception system must connect to the same

database. You must log in to each Inception Server as an Inception administrator and configure the server to connect
to the same database as the other servers in your Redundant Node Inception system.

=
Inception Server A

Inception Server B

Local Area Network

et Inception Database
Inception Server C
Figure 5.1 Database Connection in a Redundant Node Inception System
To configure database connectivity for each node
1. Log in to your Inception Server as an Inception administrator.

For information about Inception Server log in, refer to the procedure “To access the Inception Server
Configuration window” on page 2-2.

2. On the main toolbar, click the E Configuration icon.

The Configuration window opens.

3. On the Configuration window toolbar, click the & System icon.
The System panel opens.

4. Click the Database tab.
The Database tab opens.
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Database Configuration
@ Driver. PostgreSOL -
Database: Status:
@ uRL: idbc:postaresalocalhostinception o
Connected
@ Username: postgres
@ Password: ~ eseesese

5. Use the Driver list to select the database driver used to connect to the Inception Database.

Select the same Driver for each Inception Server node in your Redundant Node Inception system.
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6. Inthe URL box, enter the JDBC URL that connects your Inception Server with Inception Database. For
example, for a database named inception on PostgreSQL, use the following URL:

jdbc:postgresql://localhost/inception

Enter the same URL for each Inception Server node in your Redundant Node Inception system.

7. Inthe Username box, enter the username that Inception uses to access the database.

Enter the same Username for each Inception Server node in your Redundant Node Inception system.

8. In the Password box, enter the password associated with the username.

For security purposes, dots replace the entered password. Enter the same Password for each Inception Server
node in your Redundant Node Inception system.

9. Repeat this procedure on each Inception Server node in your Redundant Node Inception system.

View the Nodes in Your System

After you configure all the Inception Server nodes in your Redundant Node Inception system to connect to the same
database, you can view the nodes through the Node Management tab in the Configuration window.

To view the nodes in your system

1. On the Configuration window toolbar, click the | Network icon.

The Node Management panel opens.
2. Click the Manage Nodes tab.
The Manage Nodes tab opens.
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The Node Management table displays the following information about the nodes in a Redundant Node

Inception system:

e Icon — this column displays an icon that identifies the node.

* Name — this column displays the name of the node.

e Host — this column displays the host name of the node computer.

+ Status — this column displays the current status of the node.

* Peers — this column displays the current connection status between the node and the other nodes in the

Redundant Node Inception system.

» Active Services — this column displays the number of Inception services currently running on the node.

» Assigned Services — this column displays the number of Inception services assign to run on the node.
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3.

To view the nodes connected to a selected node, select the node in the Node Management table and then click
View Connection Status.

The Node Connections page opens for the selected node.
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The Node Connections table displays the following information about the nodes connected to a selected node:

Icon — this column displays an icon that identifies the node.

Name — this column displays the name of the node.

Host — this column displays the host name of the node computer.

Status — this column displays the current connection status between the selected node and the listed node.
Message — this column displays additional information about the connection between nodes.

Click View All Nodes to return to the Node Management page of the Manage Nodes tab.

Change Node Names

To help you keep track of the nodes in your Redundant Node Inception system, you can edit the node names.
To change the name of a node

1.

In the Node Management table, select the node that you want to change the name.

2. Click Edit tab.

The Editing Nodes page opens.

£33 Configuration

B A ed BYSOM

Manage Nodes  Manage Services |~ Endpoint | Horizon

Editing Node INC-SRV-01-02-03 (QA-INC-01)

Please provide @ name and hostname to identify this node. You can use either the resolved DNS hostname or IP address of the machine. Please ensure thatall
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3. Inthe Name box, enter a name for the node.

4. Click Save to save the new node name.

The Node Management page opens.

Manage Inception Services

Each Inception Server in a Redundant Node Inception system acts as a node to run one or more Inception services
to load balance the overall system. For each available Inception service, you can choose the node to run the service
and the nodes that the Inception service can use to continue running if the active node were to falter.

* You must assign an Inception service to at least one node to make it available to Inception users.

To assign Inception services to nodes

1. On the Configuration window toolbar, click the “ Network icon.

The Node Management panel opens.

2. Click the Manage Services tab.

The Manage Services tab opens.

£33 Configuration 2

e Y= Y

¢

Manage Nodes ~ Manage Services  Endpoint | Horizon

Service Delegation

icon  Group Name Description Active Node Node Pool

Burst

Drupal

Facebook

Frankly

Inception

Background Services

Background Services

Background Services

Background Services

Background Senvices

Feed and search feiching. and item
expiry maintenance

Feed and channel fetching, access

token and item expiry maintenance

Feed and channel fefching, access

token and item expiry maintenance.

Feed and channel fefching, access
token and item expiry maintenance

Manages various background
maintenance tasks, cleanup of search
content, archival, and notifications.

LenovoT510.msh._. [EREIERD]
LenoveT510. mshome net,
LenoveT510 mshome net
LenovoT510.msh... LSSl
LenoveT510 mshome net,
LenoveT510.mshome.net
LenovoT510.msh.. [EELSRERD]
LenoveT510.mshome. net,
LenoveT510. mshome net
LenovoT510.msh_. [EREIERD]
LenoveT510 mshome net,
LenoveT510 mshome net

LenovoT510.msh... LSSl
LenoveT510 mshome net,
LenoveT510.mshome.net

[ T

Edit Node Delegation

The Service Delegation table displays the following information about Inception services and the nodes that
the services run on in a Redundant Node Inception system:

Icon — this column displays an icon that identifies the group to which the Inception service belongs.
Group — this column displays the name of the group to which the Inception service belongs.

Name — this column displays the name of the Inception service.

Description — this column displays a description of the Inception service.

Active Node — this column displays the hostname of the node that is currently running the Inception
service.

Node Pool — this column lists the hostnames of the nodes that the Inception service can use to continue
running if the active node were to falter.

3. Inthe Service Delegation table, select the Inception service to assign to a node.
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4. Click Edit Node Delegation.

The Editing Background Services page open for the selected Inception service.

£33 Configuration

H Ol PR e HBVOOM

Manage Services | Endpoint  Horizon

Editing {0} Background Services

[E3 undefined Background Services

Feed and channel fetching, access token and item expiry maintenance
Node Delegation

Each service must be assigned to atleast one node, in most cases the more nodes the better to improve faulttolerance in case of failure. Simply drag and drop

the senices between the assigned and available columns to assign senvices to this node, or to re-order the assigned nodes.
Assigned Node(s)

INC-SRV-01 i

Available Node(s)

INC-SRV-02 B
INC-SRV-03

Back ] l Save ]
5. To assign the selected Inception Service to a node, drag the node to assign from the Available Node(s) list to
the Assigned Node(s) list.
Assigned Node(s) Available Node(s)
=TT I
6.

To change the priority of a node, drag the node up or down in the Assigned Node(s) list. The selected Inception
service starts running on the he node at the top of the Assigned Node(s) list, the active node.

Assigned Node(s) Available Node(s)

INC-SRV-01
INC-SRV-02

7. To unassign the selected Inception Service from a node, drag the node to unassign from the Assigned Node(s)
list to the Available Node(s) list.
Assigned Node{s) Available Node{s)
i I
Cemm
8.

After assigning the selected Inception services to the appropriate nodes, click Save.

Inception displays the updated Inception service in the Service Delegation table.
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Managing Inception Apps

Inception apps enable you to offer new features, extended functionality, or customization to the users of your
Inception Server. After you install an app on your Inception Server, access to the app depends on the user
permissions set for a user. Ross Video, third party developers, or your own in-house developers can create Inception
apps.

This chapter discusses the following topics:
* Install Apps
* Uninstall Apps

* Configure x.news for Assignments
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Install Apps

Inception apps are contained in .app files that you can install on your Inception Server. The availability of installed
Inception apps depends on the user permissions set for a user.

To install an Inception app

1. Log in to your Inception Server as an Inception administrator.
For information about Inception Server log in, refer to the procedure “To access the Inception Server
Configuration window” on page 2-2.

2. On the main toolbar, click the m Configuration icon.

The Configuration window opens.

3. On the Configuration window toolbar, click the B Apps icon.
The Apps panel opens.

4. Click the App Manager tab.
The App Manager tab opens.

¢53 Configuration

AppManager | xnews

App Manager

Icon  Name Version Vendor Status.

Install Uninstall

5. Click Install.
The Install App page opens.
6. Click Browse to the right of the App File box.
The Open dialog box opens displaying the local file system of your computer.
7. Locate and select the App file (.app) that contains the Inception app to install on your Inception Server.
8. Click Open.

Inception installs the selected app. The Install App page closes and Inception adds the app to the App
Manager list.
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Uninstall Apps

When you no longer require an Inception app on your Inception Server, you can uninstall the app.

To uninstall an Inception app

1. On the Configuration window toolbar, click the B Apps icon.
The Apps panel opens.

2. Inthe App Manager list, select the app to uninstall.

3. Click Uninstall.

Inception uninstalls the selected app. The Install App page closes and Inception removes the app to the App
Manager list.

4. Click OK to close the Configuration window.

Configure x.news for Assignments

Inception uses the x.news information aggregation tool to gather content across multiple platforms for assignments.

* You must have a valid x.news account before configuring Inception to use x.news to gather assignment content.

To configure x.news for assignments

1. On the Configuration window toolbar, click the & Apps icon.
The Apps panel opens.
2. Click the x.news tab.

The x.news tab opens.

£33 Configuration

e iR ted BV HON

App Manager x.news

X.news
(@ Enavled ]
@ Host [ |

@ usemame [ |

@ Passwrd [ |

3. Select the Enabled check box to enable Inception to access x.news using the configured account. Clear this
check box to disable x.news access.

In the Host box, enter the URL of your x.news server.
In the Username box, enter the username for logging in to your x.news account.
In the Password box, enter the password for logging in to your x.news account.

Click OK.

A

Inception saves the x.news configuration.
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Configuring User Permissions

User permissions define the actions users have permission to perform and determine which buttons, messages, and
controls they see in the Inception user interface. In most Inception Server systems, the Inception administrator
assigns users with the user permissions that are appropriate for their role in using Inception.

User permissions are role-based. Each user account has one or more user roles, such as journalist or producer. Each
user role has a set of permissions. The role-based permissions model enables Inception administrators to precisely
define user permissions for each user, to ensure conformance to your organization’s business processes.

An Inception administrator can create user accounts and roles within Inception or imported them from a
Lightweight Directory Access Protocol (LDAP) server. Inception can use a combination of created and imported
user accounts and roles.

To configure user permissions, you create user roles and assign permissions to them, and then create user accounts
and assign user roles to them.

User permission settings belong to the following categories, represented by tabs on the Users configuration panel:

* Manage Users — Properties related to individual users, including role assignments.
* Manage Roles — Properties related to user roles, including permissions associated with user roles.
* LDAP Configuration — Properties related to establishing connectivity with an LDAP directory server.

* LDAP User Configuration — Mappings to enable Inception to import user accounts from an LDAP directory
server.

* LDAP Role Configuration — Mappings to enable Inception to import user roles (groups) from an LDAP
directory server.

This chapter discusses the following topics:

* Create a User Role

* Modify a User Role

» Typical User Role Permissions

* New Account Role Permissions

* Delete a User Role

* Create a User Account

* Modify a User Account

* Delete a User Account

* SAML Single Sign-On Configuration

* SAML Mobile Single Sign-On Configuration
» Kerberos Single Sign On Configuration

e NTLM Single Sign On Configuration

* Application Single Sign On Configuration
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Create a User Role

To create a user role
1. Log in to your Inception Server as an Inception administrator.

For information about Inception Server log in, refer to the procedure “To access the Inception Server
Configuration window” on page 2-2.

2. On the main toolbar, click the m Configuration icon.

The Configuration window opens.

3. On the Configuration window toolbar, click the %, Users icon.
The Users panel opens.

4. Click the Roles tab.

The Roles tab opens.
¢33 Configuration 2
- ] ABC, <&y A A%
W S @
LS w2 D
Users | Roles | LDAP | LDAPUsers | LDAPRoles | SAMLSSO | KerberosSSO | NTLMSSO | Application SSO
Manage Roles Role Properties Edit Permissions »
@ Active:
‘Assignment Edilor @ Domain
Broadcast Journalist
Characler Generalor Operator
Local Adminisirators & lams
News Anchor £)
i @ aaministratve:
Observer 2
Producer @ Remotely
Sacial Media Editor Assignable
AddRole || Delete

5. In the Manage Roles section, click Add Role.

Inception automatically saves property values set for a new user role.
6. Inthe Role Properties section, select the Active check box to make the role operational.

Clear this check box to deactivate a user role. Inactive roles cannot convey permissions to user accounts.
7. In the Name box, enter a name for the user role.

8. Select the Administrative check box to grant the user role all user permissions and enable the user role to
configure all administrative settings.

Clear this check box to only include selected permissions with the user role.

9. Select the Remotely Assignable check box to enable Horizon to use the user role to assign remote user
permissions on the Inception Server.

Clear this check box to only use the user role to assign local user permissions.
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10. Click Edit Permissions.

The Role Permissions list opens. Hover the mouse pointer over a (&) icon to the right of a permission to view
a description of the permission.

£33 Configuration

e o = Y

Users: Roles LDAP LDAP Users LDAP Roles

T

SAML SO Kerberos SSO NTLM SSO Application S50

Manage Roles Role Permissions « Edit Role Properties

Assignment Editor
Broadcast Journalist
Character Generator Operator

@
Local Administrators

News Anchor Modify Directories (&)
News Director

Observer
Producer
[Social Media Editor

Drupal

Approve Drupal Stories (Account) (&)
Delete Drupal Staries (Dirsctory) @
Manage Drupal Accounts (&)

Modify Drupal Stories (Account) (&)

Wodify Drupal Stories (Directory} &)

Publish Drupal Stories (Account) (&)

View Drupal Stories (Account) (&)

Add Role -
View Drupal Stories (Directory) &) k
-

You can filter the Role Permission list by typing any part of a role permission name in the Filter box. As you

enter a role permission name, the list automatically updates to only show the role permissions that match what
you have entered.

Reole Permissions « Edit Role Properties

—— Filter box

Assignment Manager = =

Allow User to Take Assignment Lock @

e
Manage Assignments ® Y 6

11. In the Role Permissions list, set the role permissions for the user role as follows:

* Role Permissions — use the following icons displayed to the right of a role permission to grant or deny the
role permission to the selected role:

— click this icon to grant the role permission to the selected role.

() — click this icon to deny the role permission from the selected role.

Categories — the Role Permissions list is divided into categories to make it easier to find the role

permissions to set for the selected role. Inception uses a dark gray shading to highlight category headings in

the list. Use the following icons displayed in a category heading to grant or deny all category role
permissions to the selected role:

— click this icon to grant all category role permissions to the selected role. Sometimes it is quicker to

grand all role permissions and deny the unwanted role permissions than to just grant the required role
permissions.

() — click this icon to deny all category role permissions from the selected role.
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* Accounts — role permissions displayed in bold text are account-based role permissions. Use the following
icons displayed to the right of an account-based role permission to grant or deny the role permission to all
accounts for the selected role:

— click this icon to grant the role permission to all accounts for the selected role. Sometimes it is
quicker to grand a role permission to accounts and deny the role permission from unwanted accounts than to
just grant the role permission to required accounts.

— click this icon to deny the role permission from all accounts for the selected role.

You can also control the role permission for individual accounts by clicking the (=} icon to the right of an
account-based role permission to view the individual accounts controlled by the role permission. Use the
following icons displayed to the right of an account:

— click this icon to grant the role permission to the account for the selected role.

— click this icon to deny the role permission from the account for the selected role.

Inception automatically saves account permission assignment changes. After finishing the configuration of a
user role, you can assign it to a user.

For More Information on...
* user roles, refer to the sections “Modify a User Role” on page 7-4, and “Delete a User Role” on page 7-10.

* user accounts, refer to the sections “Create a User Account” on page 7-11, “Modify a User Account” on
page 712, and “Delete a User Account” on page 7-13.

* typical user permissions, refer to the section “Typical User Role Permissions” on page 7-5.

Modify a User Role

Within Inception you are only able to modify the properties of user roles created in Inception. To modify roles
(groups) imported from an LDAP directory server, you must modify them on the LDAP directory server.

To modify a user role

1. On the Configuration window toolbar, click the %, Users icon.
The Users panel opens.
2. Click the Roles tab.
The Roles tab opens.
3. Inthe User Role list, select the name of the user role to modify.
You can filter the User Role list by typing any of the following information in the Filter box above the list:

* Any part of a user role name. As you enter a user role name, the list automatically updates to only show user
roles that match what you have entered.
* Enter local to list only the user roles created in Inception.

» Enter LDAP to list only the user roles imported from an LDAP directory.

Manage Roles
Filter box

Journalist

Local Administrators
New Media Editor
Observer

4. In the Role Properties section, edit the user role properties as required.

Inception automatically saves property value changes made to a user role.
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5. Click Edit Permissions.
The Role Permissions list opens.
6. Inthe Role Permissions list, edit the user role permission assignments as required.

Inception automatically saves permission assignment changes made to a user role and applies the changes to all
the users assigned to the user role.

For More Information on...
* user roles, refer to the sections “Create a User Role” on page 7-2, and “Delete a User Role” on page 7-10.

* user accounts, refer to the sections “Create a User Account” on page 7-11, “Modify a User Account” on
page 7-12, and “Delete a User Account” on page 7—13.

* typical user permissions, refer to the section “Typical User Role Permissions” on page 7-5.
Typical User Role Permissions
The following tables list the available user role permissions and typical user role assignments.

Table 7.1 Assignment Manager

Social Character

Media Generator News Broadcast News
Permission Producer Editor Operator Director Journalist Observer Anchor
Allow User to Take v v v
Assignment Lock
Manage Assignments
Modify Assignments
View Assignments
Table 7.2 Broadcast
Social Character
Media Generator News Broadcast News
Permission Producer Editor Operator Director Journalist Observer Anchor
Approve Broadcast Stories v v
Modify Broadcast Stories v
Modify MOS Objects v v v
Publish Broadcast Stories v v v
View Broadcast Stories v v v v v v
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Table 7.3 Configuration

Social Character

Media Generator News Broadcast News
Permission Producer Editor Operator Director Journalist Observer Anchor
Modify Denylist v v v v v
Modify Dictionary v v v v v

Table 7.4 Contact Manager

Social Character

Media Generator News Broadcast News
Permission Producer Editor Operator Director Journalist Observer Anchor
Modify Contacts v v v v v
View Contacts v v v v v v v

Table 7.5 Directory

Social Character

Media Generator News Broadcast News
Permission Producer Editor Operator Director Journalist Observer Anchor
Modify Directories v v v v
View Directories v v v v v v v

Table 7.6 Drupal

Social Character

Media Generator News Broadcast News
Permission Producer Editor Operator Director Journalist Observer Anchor
Approve Drupal Stories All Selected All
Accounts Accounts Accounts
Manage Drupal Accounts All Selected All
Accounts Accounts Accounts
Modify Drupal Stories All Selected All Selected Selected
Accounts Accounts Accounts  Accounts Accounts
Publish Drupal Stories All Selected All Selected
Accounts Accounts Accounts Accounts
View Drupal Stories All All All All All All
Accounts Accounts Accounts Accounts  Accounts Accounts
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Table 7.7 Facebook

Social Character

Media Generator News Broadcast News
Permission Producer Editor Operator Director Journalist Observer Anchor
Approve Facebook Stories All Selected All
Accounts Accounts Accounts
Manage Facebook Accounts All Selected All
Accounts Accounts Accounts
Modify Facebook Stories All Selected All Selected Selected
Accounts Accounts Accounts  Accounts Accounts
Publish Facebook Stories All Selected All Selected
Accounts Accounts Accounts Accounts
View Facebook Stories All All All All All All
Accounts Accounts Accounts Accounts = Accounts Accounts

Table 7.8 Feed

Social Character

Media Generator News Broadcast News
Permission Producer Editor Operator Director Journalist Observer Anchor
Modify Feeds All Selected All Selected Selected
Accounts Accounts Accounts  Accounts Accounts

View Feeds All All All All All All All

Accounts Accounts Accounts Accounts Accounts Accounts Accounts

Table 7.9 Metadata

Social Character

Media Generator News Broadcast News
Permission Producer Editor Operator Director Journalist Observer Anchor
Configure Metadata v v
Modify Custom Entity v v
Instances
View Custom Entity v v v v v v v
Instances
Table 7.10 Playlist
Social Character
Media Generator News Broadcast News
Permission Producer Editor Operator Director Journalist Observer Anchor
Modify Playlists v v v v
Playout Playlists v v v
View Playlists v v v v v v v
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Table 7.11 Playlist Item

Social Character

Media Generator News Broadcast News
Permission Producer Editor Operator Director Journalist Observer Anchor
Allow User to Take Playlist v v v v
Item Lock
Approve Playlist Items
Modify Playlist Items
View Playlist Items v v v v v v v
Table 7.12 Poll
Social Character
Media Generator News Broadcast News
Permission Producer Editor Operator Director Journalist Observer Anchor
Modify Polls v v v v v
View Polls v v v v v v v
Table 7.13 Running Order
Social Character
Media Generator News Broadcast News
Permission Producer Editor Operator Director Journalist Observer Anchor
Delete Running Orders v v v
Modify Running Orders v v v
Monitor Running Orders v
Playout Running Orders v
View Running Orders v v v v v v v
Table 7.14 Search
Social Character
Media Generator News Broadcast News
Permission Producer Editor Operator Director Journalist Observer Anchor
View Search Manager v v v v v v v
Table 7.15 Spelling
Social Character
Media Generator News Broadcast News
Permission Producer Editor Operator Director Journalist Observer Anchor
Modify Spellcheck v v v v

Dictionaries

7-8 » Configuring User Permissions Inception Configuration Guide (v17.5)



Table 7.16 Story (Broadcast, Drupal, Facebook, WordPress, and YouTube)

Social Character

Media Generator News Broadcast News
Permission Producer Editor Operator Director Journalist Observer Anchor
Allow Story Creation via v v v v v
E-Mail
Allow User to Take Story v v v v
Lock
Modify Story Template
Notify via E-Mail for v v
Approval
View Story History v v v v v
Table 7.17 WordPress
Social Character
Media Generator News Broadcast News
Permission Producer Editor Operator Director Journalist Observer Anchor
Approve WordPress Stories All Selected All
Accounts Accounts Accounts
Manage WordPress All Selected All
Accounts Accounts Accounts Accounts
Modify WordPress Stories All Selected All Selected Selected
Accounts Accounts Accounts  Accounts Accounts
Publish WordPress Stories All Selected All Selected
Accounts Accounts Accounts Accounts
View WordPress Stories All All All All All All
Accounts Accounts Accounts Accounts  Accounts Accounts
Table 7.18 YouTube
Social Character
Media Generator News Broadcast News
Permission Producer Editor Operator Director Journalist Observer Anchor
Approve YouTube Stories All Selected All
Accounts Accounts Accounts
Modify YouTube Stories All Selected All Selected Selected
Accounts Accounts Accounts  Accounts Accounts
Publish YouTube Stories All Selected All Selected
Accounts Accounts Accounts Accounts
View YouTube Stories All All All All All All
Accounts Accounts Accounts Accounts  Accounts Accounts
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New Account Role Permissions

When you create a new account such as a Facebook or WordPress account, it is a good idea to review account role
permissions set for user roles. When you create several accounts at the same time, it is most efficient to create all
accounts and then assign permissions to manage them.

To assign account role permissions to a user role

1. On the Configuration window toolbar, click the %, Users icon.
The Users panel opens.
2. Click the Roles tab.
The Roles tab opens.
3. Inthe User Role list, select the name of the user role to assign account management permissions.
4. Click Edit Permissions.
The Role Permissions list opens.
5. In the Role Permissions list, scroll down to an account role permission.
For example, Facebook.

6. Use the following icons displayed to the right of an account-based role permission to grant or deny the role
permission to all accounts for the selected role:

— click this icon to grant the role permission to all accounts for the selected role. Sometimes it is quicker to
grand a role permission to accounts and deny the role permission from unwanted accounts than to just grant the
role permission to required accounts.

_ — click this icon to deny the role permission from all accounts for the selected role.

7. You can also control the role permission for individual accou