Technical Bulletin

PIVOTCam-SE Firmware Upgrade Instructions

This document describes how to upgrade camera firmware for Ross Video PIVOTCam-SE PTZ cameras.

PIVOTCam-SE firmware includes multiple upgradeable components. This document provides instructions for
upgrading each of them.

You can check whether a camera already has the latest version of a given firmware component. If the camera is
already running the latest version, then that component does not need to be upgraded. For more information, see
“Checking Firmware Versions” on page 2.

IMPORTANT: Upgrading camera firmware permanently discards all presets stored on the camera. If you want to retain
any presets, you must store them externally. For example, you can use a legacy PIVOTCam Control Panel to recall
presets and store them.

Before You Begin:

1. Ensure you have the following:

» Physical access to the camera. While performing the procedures in this document, you may be required to
connect and disconnect cables, and unmount the camera to access the DIP switches on its bottom.

* A computer running Windows.
» The serial cable that came with the camera (8-pin serial mini-DIN to female DB9).

» A converter cable (9-pin male DB9 to male USB-A). This cable is not included with the PIVOTCam-SE, but is
readily available.

* The remote control unit that came with the camera.

Download the latest firmware upgrade package from https://www.rossvideo.com/support/software-downloads/pivotcam/.

Refer to the Release Notes for information about the firmware upgrades. The Release Notes are included in the
firmware upgrade package.

4. Access the on-screen menu and take note of all IP settings.

Upgrading a given firmware component may cause the camera to change the DHCP mode or reset the IP address.
If you find you cannot access/control the camera, use the remote control to access the on-screen menu and reset
the IP settings manually.

5. Determine which firmware components require upgrading.

For more information, see “Checking Firmware Versions” on page 2.

IMPORTANT: Perform the upgrade procedures in the order in which they appear in this document.

The upgradeable firmware components and upgrade procedures are as follows:
1. ARM (Advanced RISC Machine) firmware
For detailed upgrade instructions, see “ARM Firmware Upgrade” on page 3.
2. Motor Driver firmware
For detailed upgrade instructions, see “Motor Driver Firmware Upgrade” on page 6.
3. CAM firmware

For detailed upgrade instructions, see “CAM Firmware Upgrade” on page 9.
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Checking Firmware Versions

You can check what version of each firmware component a camera is running. If the camera already has the latest
version, then that component does not need to be upgraded.

After you check the firmware version numbers on the camera, compare them to the firmware version numbers listed in
the Release Notes, which are available as a PDF file in the firmware upgrade package. The Release Notes are also
available for download at https://www.rossvideo.com/support/software-downloads/pivotcam/.

The firmware version numbers are available through the camera’s on-screen menu.
To check the firmware version numbers:
1. Ensure that the camera is turned ON.
2. Connect or route the camera’s video output to a video monitor so you can view the camera’s on-screen menu.
3. Point the remote control unit toward the front of the camera and press the MENU button.
The on-screen menu should appear.

If the on-screen menu does not appear, press a camera selection button (CAM1, CAM2, CAM3, or CAM4), and
then press the MENU button again. Try different camera selection buttons until the on-screen menu appears.

Press the DOWN button to scroll through the list until INFO is highlighted.
Make note of the number beside ARM VER.

This is the ARM firmware version. If it is different than the version listed in the Release Notes, the ARM firmware
must be upgraded.

6. Make note of the number beside MD VER.

This is the Motor Driver firmware version. If it is different than the version listed in the Release Notes, the Motor
Driver firmware must be upgraded.

7. Make note of the number beside CAM VER.

This is the CAM firmware version. If it is different than the version listed in the Release Notes, the CAM firmware
must be upgraded.

8. Press the MENU button.
A message appears.
9. Press OK.

The on-screen menu closes.

Technical Support: techsupport@rossvideo.com, +1 613-652-4886, or +1 613-349-0006 (after hours emergency),

Toll Free 1-844-652-0645 (North America), or +800 1005 0100 (International)
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ARM Firmware Upgrade
This procedure requires the following:

» Physical access to the camera. When instructed to do so, you will be required to connect and disconnect cables,
and unmount the camera to access the DIP switches on its bottom.

« A computer running Windows.

» The serial cable that came with the camera (8-pin serial mini-DIN to female DB9).

» A converter cable (9-pin male DB9 to male USB-A). This cable is not included with the PIVOTCam-SE, but is
readily available.

» Files from the latest firmware upgrade package.

To upgrade the ARM firmware:
1. Power OFF the camera.

Note: Power may be provided through the power supply unit/cable included with the PIVOTCam-SE, or through
PoE (Power over Ethernet). You must disconnect all power sources to the camera.

2. Use a paper clip or other small tool to set the DIP switches on the underside of the camera as follows: SW1 to OFF;
SW2 to ON, as shown in Figure 1.

Tip: You may need to unmount the camera to access the DIP switches.

ON

DU
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T

Figure 1 - DIP switches, with Switch 1 turned OFF and Switch 2 turned ON

CAUTION: Handle DIP switches with care. They are very small and delicate.

Technical Support: techsupport@rossvideo.com, +1 613-652-4886, or +1 613-349-0006 (after hours emergency),

Toll Free 1-844-652-0645 (North America), or +800 1005 0100 (International)
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3. Connect the 8-pin serial mini-DIN cable to the RS232 IN connector on the rear of the camera. The other end of the
cable has a 9-pin female RS-232 (DB9) connector (Figure 2).

Figure 2 - PIVOTCam-SE (rear view), with red box showing the RS232 IN port
4. Connect a converter cable (9-pin male DB9 to male USB-A) to the cable mentioned in Step 3, and then connect
the USB-A end of the converter cable to the Windows computer.
Note: This cable is not included with the PIVOTCam-SE, but is readily available.

5. Runthe MCU ISP (in-system programmer) tool (mcuisp.exe) file, which is one of the files included in the firmware
upgrade package.

6. Inthe MCU ISP tool, on the Port tab, set the COM port to the USB port you are using.

Tip: In this example we are using COM1, (outlined in red in Figure 3), but you need to set it according to your
computer.

# rcuisp W0.993--MCU In Systern Programmer--www.mcuisp.com - O *
Systern  Help Language EnumPnrtI Pnrt:COIVHI IbES:HSEDD Iwww.mcuisp.cnm Free SW,HandHeld ISP Programmer

|loss'l.-'ideo'Desktop'I,PI\I'OTCam'l,l_PI'I.-'OTSE_ARM_'I.-'Z. 25_2019 1212.hex| Auto Reload Before Program

HandHeld eloader STMISP  Free STMIAP  LPC2uxxISP

[l uaris
Start ISP(P) | [ 1run After TSP complete
L_[USER )
[ continue Program
Read ChiplnfoR) | | Erase Chip(z) ReadFlash
Option Bytes:

|:| Program OptionBytes when ISP

ROP: HWOph’ons: Setting(OptionBytes...)

Mot Use RTSRDTR. ~

Figure 3 - MCU ISP application, with colored boxes showing controls that are mentioned in the steps of this procedure

Technical Support: techsupport@rossvideo.com, +1 613-652-4886, or +1 613-349-0006 (after hours emergency),

Toll Free 1-844-652-0645 (North America), or +800 1005 0100 (International)
www.rossvideo.com
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Set the Baud rate to 115200 (outlined in purple in Figure 3).
Browse to find and select the ARM firmware file (see box outlined in dark blue in Figure 3).

Tip: The filename starts with 7_PIVOTSE_ARM, and is similar to the following:
1_PIVOTSE_ARM_V2.2B_20191212.hex.

9. Clear the Run after ISP complete check box (outlined in dark green in Figure 3).
10. In the list at the bottom of the MCU ISP tool, select Not Use RTS&DTR. (outlined in light green in Figure 3).

11. Power ON the camera and then in the MCU ISP application, click the Start ISP button (outlined in light blue in
Figure 3).

The firmware upgrade may take several minutes. A progress log appears (see Figure 4).

# rmcuisp W0.993--MCU In Systern Programmer--www.mcuisp.com - O *

Systern  Help Language EnumPort PortCOM4 bps:1152[)ll§www.mcuisp.comFreeSW,HandHeldISPProgrammer
Code File For Online ISP:

|loss'l.-'ideo'Desktop'I,PI\I'OTCam'l,l_PI'I.-'OTSE_ARM_'I.-'Z. 28_2019 1212.hex| m Auto Reload Before Program
HandHeld eLoader STMISP  Free STMIAP LPC2uxxISP Connectting...2, Received:79
- Connect Ok @COM4@115200bps,@l41lms
Verify
Start ISP(P) |:|Run After ISP complete BootLoader Version:2.2
[ PID:00000410
[] continue Program FLASH ROM size:&64KB
- SEAM s3ize:65535KB (For reference only!!!)
Read ChipInfo(R) Erase Chip{Z) ReadFlash

Sgkit unigque dewvice
ID:35FF6F064ES5373229340543

Option Bytes: et

OptionBytes readout:
[[Program OptionBytes when ISP ASSAFFOO0FFO0FFOO0FFOOFFOOFFOOFFOD
RDP: HW Options: Setting(OptionBytes...) FULL chip erase QOk!!!

@344ms,Ready for Program
ERES Data0-1 Write 48KB Ok, 100%,B79563ms
www.ncuisp.com:Mission Complete, Anything

Ok!!!

Mot Use RTS&DTR. v

Figure 4 - MSU ISP application, showing the progress log after a successful ARM firmware upgrade

When the upgrade is complete, the progress log displays the following message: Mission Complete, Anything
OK!!

12. Power OFF the camera, and then set DIP switch SW1 to the ON position, as shown in Figure 5.

ON
IRnni

123456

Figure 5 - DIP switches, set for normal operation

Tip: The correct operational configuration of the DIP switches is as follows: SW1 to SW5 are ON, and SW6 is
OFF.

13. Power ON the camera to run it with the new ARM firmware.
The lens zooms in and out.

WARNING: The lens must be allowed to automatically zoom in and out after the upgrade to avoid upgrade failure.
Do NOT power off the camera before the lens stops zooming.

Technical Support: techsupport@rossvideo.com, +1 613-652-4886, or +1 613-349-0006 (after hours emergency),

Toll Free 1-844-652-0645 (North America), or +800 1005 0100 (International)
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Motor Driver Firmware Upgrade
This procedure requires the following:

» Physical access to the camera. When instructed to do so, you will be required to connect and disconnect cables,
and unmount the camera to access the DIP switches on its bottom.

« A computer running Windows.

» The serial cable that came with the camera (8-pin serial mini-DIN to female DB9).

» A converter cable (9-pin male DB9 to male USB-A). This cable is not included with the PIVOTCam-SE, but is
readily available.

» Files from the latest firmware upgrade package.

To upgrade the Motor Driver firmware:
1. Power OFF the camera.

Note: Power may be provided through the power supply unit/cable included with the PIVOTCam-SE, or through
PoE (Power over Ethernet). You must disconnect all power sources to the camera.

2. Use a paper clip or other small tool to set the DIP switches on the underside of the camera as follows: SW1 to ON;
SW2 to OFF, as shown in Figure 6.

Tip: You may need to unmount the camera to access the DIP switches.

= ON
= UL
== 123456

i ®

Figure 6 - DIP switches, with Switch 1 turned ON and Switch 2 turned OFF

CAUTION: Handle DIP switches with care. They are very small and delicate.

Technical Support: techsupport@rossvideo.com, +1 613-652-4886, or +1 613-349-0006 (after hours emergency),

Toll Free 1-844-652-0645 (North America), or +800 1005 0100 (International)
www.rossvideo.com
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3. Connect the 8-pin serial mini-DIN cable to the RS232 IN connector on the rear of the camera. The other end of the
cable has a 9-pin female RS-232 (DB9) connector (Figure 7).

Figure 7 - PIVOTCam-SE (rear view), with red box showing the RS232 IN port
4. Connect a converter cable (9-pin male DB9 to male USB-A) to the cable mentioned in Step 3, and then connect
the USB-A end of the converter cable to the Windows computer.
Note: This cable is not included with the PIVOTCam-SE, but is readily available.

5. Runthe MCU ISP (in-system programmer) tool (mcuisp.exe) file, which is one of the files included in the firmware
upgrade package.

6. Inthe MCU ISP tool, on the Port tab, set the COM port to the USB port you are using.

Tip: In this example we are using COM1, (outlined in red in Figure 8), but you need to set it according to your
computer.

& mecuisp W0.993--MCU [n Systern Programmer--www.mcuisp.com — O >

System Help Language EnumPort] Port COMIN Bbps:115200 Bwww.mcuisp.com Free SW,HandHeld ISP Programmer

|I,RDSS'l.I'idED'IDESKTIID'I,PIVOTCEII‘H'I,Z_PWOTSE_MD_VZ.UC_ZU 19 1024.hex| Auto Reload Before Program

HandHeld eLoader STMISP  Free STMIAP LPCZuoodSP

[ yaris
Start ISP(F) | [ 1Run After ISP complete
_ILSER. W)
[[J continue Program
Read ChipInfo(R) | | Erase Chip(z) ReadFlash
Option Bytes:

D Program OptionBytes when ISP
ROP: HW Options: Setting(OptionBytes...)

Mot Use RTS&0TR. v

Figure 8 - MCU ISP application, with colored boxes showing controls that are mentioned in the steps of this procedure

Technical Support: techsupport@rossvideo.com, +1 613-652-4886, or +1 613-349-0006 (after hours emergency),

Toll Free 1-844-652-0645 (North America), or +800 1005 0100 (International)
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Set the Baud rate to 115200 (outlined in purple in Figure 8).
Browse to find and select the Motor Driver firmware file (see box outlined in dark blue in Figure 8).

Tip: The filename starts with 2_PIVOTSE_MD, and is similar to the following:
2 _PIVOTSE_MD_V2.0C_20191024.hex.

9. Clear the Run after ISP complete check box (outlined in dark green in Figure 8).
10. In the list at the bottom of the MCU ISP tool, select Not Use RTS&DTR. (outlined in light green in Figure 8).

11. Power ON the camera and then in the MCU ISP application, click the Start ISP button (outlined in light blue in
Figure 8).

The firmware upgrade may take several minutes. A progress log appears (see Figure 9).

4 rcuisp W0.993--MCU In Systern Programmer--www.mcuisp.com — O X

System Help Language EnumPert PortCOM1  bpsi113200  www.mcuisp.com Free SW,HandHeld ISP Programmer
Code File For Online ISP:

|I,RDSS'l.I'idED'IDESKTIID'I,PIVOTCEII‘H'I,Z_PWOTSE_MD_VZ.UC_ZU 191024.hex| | .. Auto Reload Before Program
HandHeld eLoader STMISP  Free STMIAP  LPC2xxxISP Connectting...2, Received:79
[ verify Connect Ok @COM3@115200bps,@8172ma
Start ISP(F) |:|Run After ISP complete BootLoader Version:2.2
[ PID:00000410
] Continue Program FLASH ROM size:64EB

SEAM size:65535KB (For reference only!!!)

Read ChipInfo(R) Erase Chip(Z) ReadFlash 96bit unigue device
:5T7FFe90673654957 60587
Option Bytes: IJ.SJFF-:.D-:.I ©5495741260587
OptionBytes readout:
[JProgram OptionBytes when ISP ASSAFFFFFFFFFFFFFFFFFFFFFFFFEFEE
ROP: HW Options: Setting(OptionBytes...) FULL chip erase Ok!!!

@375ms,Ready for Program

ViRPs: Data0-1 Write 48KB Ok, 100%,@785782ms
WwiW.nculsp.com:Mission Complete,Anything
Ok!!!

Mot Use RTSRDTR. ~

Figure 9 - MSU ISP application, showing the progress log after a successful upgrade

When the upgrade is complete, the progress log displays the following message: Mission Complete, Anything
OK!!

12. Power OFF the camera, and then set DIP switch SW2 to the ON position, as shown in Figure 10.

ON
IRnni

123456

Figure 10 - DIP switches, set for normal operation

Tip: The correct operational configuration of the DIP switches is as follows: SW1 to SW5 are ON, and SW6 is
OFF.

13. Power ON the camera to run it with the new Motor Driver firmware.
The lens zooms in and out.

WARNING: The lens must be allowed to automatically zoom in and out after the upgrade to avoid upgrade failure.
Do NOT power off the camera before the lens stops zooming.

Technical Support: techsupport@rossvideo.com, +1 613-652-4886, or +1 613-349-0006 (after hours emergency),

Toll Free 1-844-652-0645 (North America), or +800 1005 0100 (International)
www.rossvideo.com
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CAM Firmware Upgrade
This procedure requires the following:

» Physical access to the camera. When instructed to do so, you will be required to connect and disconnect cables.
« A computer running Windows.
» Files from the latest firmware upgrade package.

To upgrade the CAM firmware:

1. Ensure the camera is turned ON and connected to your network via a standard Ethernet cable connected to the
RJ45 LAN port on the rear of the camera.

Figure 11 - PIVOTCam-SE (rear view), with red box showing the RJ45 LAN port

Connect your computer to the same network.
Open a browser window and access the camera’s WEB Ul by navigating to the camera’s IP address.
Tip: The default IP address is 192.168.1.188. Each camera on your network requires a unique IP address.

Tip: Record the IP address of the camera, including subnet mask and gateway. You may need this information later
in this procedure if you want the camera to retain its current IP address. Some upgrades cause the camera IP
address to be set to the factory default.

4. Type the Username and Password to access the WEB Ul:
* The default Username is admin.
* The default Password is admin.

In the WEB UI, navigate to Settings > Firmware Upgrade.
Click Select File, and then navigate to the CAM firmware file from the firmware upgrade package.

Tip: The filename starts with 3_PIVOTSE_CAM, and is similar to the following:
3_PIVOTSE_CAM_V305_20191129.bin.

7. Click Upgrade.
The upgrade starts. The upgrade status bar indicates upgrade progress (Figure 12).

WARNING: Read and obey all warnings presented during the upgrade, as shown in Figure 12! Failure to do so
may cause the upgrade to fail and may make the camera permanently inoperable!

Technical Support: techsupport@rossvideo.com, +1 613-652-4886, or +1 613-349-0006 (after hours emergency),

Toll Free 1-844-652-0645 (North America), or +800 1005 0100 (International)
www.rossvideo.com
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I Firmware Upgrade

Control Version 1.0.01
Device Name PIVOTCam-SE
: c
Upgrading s
1.Do not power off or restart the camera during firmware upgrade. 10
2 Do not control device or web page during firmware g
upgrade which may cause unexpected error.
3.The camera will restart automatically after firmware upgrade. ;; Select File |
=3 3 PIVOTSE_CAM_V305_20191129.bin
Upgrade

Figure 12 - Upgrading window, showing the upgrade status bar.

When the upgrade is complete the camera reboots.

8. After the camera reboots, if no video image appears, perform a hard reset of the camera by disconnecting power,
waiting five seconds, and reconnecting it. The camera reboots.

Note: Power may be provided through the power supply unit/cable included with the PIVOTCam-SE, or through
PoE (Power over Ethernet). You must disconnect all power sources to the camera to perform a hard reset.

9. Unplug the power cable, wait five seconds, and then plug it back in. The camera reboots.

10. Access the camera’s Web Ul and confirm that the firmware version number matches the firmware version to which
you are upgrading.

The CAM firmware upgrade is complete.

Technical Support: techsupport@rossvideo.com, +1 613-652-4886, or +1 613-349-0006 (after hours emergency),

Toll Free 1-844-652-0645 (North America), or +800 1005 0100 (International)
www.rossvideo.com
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